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1. O0wIue moJI0XKEHU

1.1. Tlonoxenue o 3amute nepcoHanbHbIX AaHHBIX OO0 «Jlxenuyc» (mamee — Paboromarens)
pazpabotano B cootBeTcTBUH ¢ DenmepanbHbiM 3akoHOM OT 27.07.2006 Ne 152-®3 u uHBIMH
HOPMATUBHO-TIPABOBBIMU aKTaMU B OOJACTH 3alIUTHl MEPCOHATBHBIX TAHHBIX, ICHCTBYIOIIMMHU Ha
Teppuropuu Poccuu.

1.2. Lens Hactosimiero IlonoxkeHus: — 3amuTa NEPCOHAIBHBIX JaHHBIX paboTHUKOB OO0 «/xeHnyc»
OT HECaHKIMOHMPOBAHHOI'O JOCTyNa W pa3rjalleHus, IPEeJOTBPALlICHUE U BBbISIBICHHUE HapyLICHUH
3akoHonarenscTBa PD, ycTpaHeHue NOCaeACTBUN TaKUX HAPYILECHUN.

1.3. B nenax macrosimero Ilomoxenus:

e II0J MEPCOHANBHBIMU JaHHBIMU (Hanee — [1/]) monumaetcs mobas nHGpopMaLus, IPSIMO UIH
KOCBEHHO OTHOCSINAACS K CYOBEKTY MEPCOHATBHBIX JaHHBIX;

e mox yrpozamu Oe3omacHocTH IIJ] mOHMMaeTcs COBOKYMHOCTb YCIOBHM M (DakTOpOB,
CO3JIAIONIMX OINACHOCTh HECAHKIMOHWPOBAHHOTO, B TOM YHCIIE CIy4allHOro, JOCTyHa K
NEPCOHANBHBIM JaHHBIM, PE3YyJIbTaTOM KOTOPOTO MOTYT CTaThb YHMUYTOXXECHHE, U3MEHEHHE,
OJIOKMpOBaHKE, KOIMMPOBAHUE, IPEOCTABICHUE, PACIPOCTPAHEHUE NIEPCOHATBHBIX JTaHHBIX,
a TaKk)Ke MHbIE HEMpPaBOMEPHbIE NEHCTBUS MPU MX 00paboTKe B MH(GOPMAIIMOHHON CHCTEME
NePCOHATbHBIX JAHHBIX;

e oA  ypoBHeM  3ammmieHHoctd  [IJI  moHMMaeTcs — KOMIUIEKCHBIM — MOKa3aTelb,
XapaKTepu3yIoMui TpeOOBaHMs, HCIOJHEHHE KOTOPHIX OOECIeYMBAECT HEUTPATU3AIHIO
oTpenieNIeHHBIX yrpo3 6e3omnacHocTH [1/] mpu ux 06paboTke B HHPOPMAIMOHHOMN CHCTEME.

1.4. Hacrosmee IlonokeHne 1 M3BMEHEHUsI K HEMY YTBEPXKAAIOTCA T'€HepalbHbIM aupekropom OO0
«/Ixenuycy». Bece paOOTHUKM TOMKHBI ObITH O3HAKOMJICHBI O] MOANKUCH ¢ JaHHBIM [lojoxeHuem u
U3MEHEHUSIMHU K HEMY.
1.5. Hacrosiee Ilonoxxenue Becrynaer B cuity ¢ 22.04.2024.

2. 3anmTa nNepCcoHaIbHbIX JaHHBIX
2.1. PaboTonarens NpuHUMAET cienyromue Mepsl o 3amure 11
2.1.1. Ha3nauenue nuia, OTBETCTBEHHOTO 3a 00paboTKy I1J[, KOTOpoe OCYIIECTBISIET OPraHU3aIUIO

obpabotku [1/l, oOyueHne M MHCTPYKTaX, BHYTPEHHHH KOHTPOJIb 3a COOJIIOJeHHEM paOOTHUKAMU
TpeboBanuii k 3amute [1/1.



2.1.2. Pa3paboTka MOJMTHKYU B OTHOIIEHUH 0OpadoTku [1/1.

2.1.3. YcranoBnenue npasui jgoctyna k I[1/I, obecneueHne perucTpaniy U ydeTa BCeX JIEHCTBHIA,
coBepmaemMsix ¢ I1/].

2.1.4. YcTaHOBIIEHUE WHAMBHUYAJIbHBIX APOJICH JOCTYIIA COTPYIHUKOB B MH(POPMALIMOHHYIO CUCTEMY
B COOTBETCTBUU C UX MPOU3BOJICTBEHHBIMH 00S3aHHOCTSIMHU.

2.1.5. IlpumMeHeHure MpoIIeIIuX B yCTAaHOBICHHOM MOPSIIKE MPOLEAYPY OLICHKH COOTBETCTBHSI CPE/ICTB
3alIUThI HH(OPMAIIHH.

2.1.6. CeprudunupoBaHHOE aHTUBHPYCHOE MPOTPAMMHOE 00ECTIEUeHUE C PETryJIIPHO OOHOBIIEMBIMU
6azamu.

2.1.7. CoOmonenue ycinoBuil, oOecneunBalomMx coxpaHHocTh IIJI ©  HCKIIOYarOLIMX
HECAHKIIMOHUPOBAHHBINA K HUM JOCTYII.

2.1.8. O6napyxeHue (HakToB HECAHKITMOHUPOBAHHOTO aocTyma K [1/].

2.1.9. BoccranoBnenue IIJI, MOIuMGUIMPOBAHHBIX WA  YHUUYTOXKCHHBIX  BCIIEJCTBHE
HECaHKLMOHUPOBAHHOIO JOCTYyNA K HUM.

2.1.10. OOyuenne paOOTHUKOB, HEMOCPEACTBEHHO OCYIIECTBIIOMUX 00padoTky I1/1, momoxeHusm
3akoHOJaTeabcTBa PP 0 mepcoHaIbHBIX JaHHBIX, B TOM YKCIIE TPEOOBAHUAM K 3aIlIUTE IEPCOHATBHBIX
JAHHBIX, JIOKYMEHTaM, ONpEAesIomUM MoJuTHKy PaboTtomarens B oTHomeHuu obpaborku IT/1,
JIOKAJIbHBIM aKTaM IO BOIIPOcaM 00pabOTKHU MEPCOHAIBHBIX TAHHBIX.

2.1.11. OcymiecTBieHue BHYTPEHHETO KOHTPOJIS U ayAUTA.

2.1.12. Onpenenenue Tumna yrpo3 6€30MacHOCTH M ypoBHe# 3amuiienHocty 1/, koTopbie XpaHarcs B
MH(POPMAIMOHHBIX CHCTEMaX.

2.2. Yrpo3bl 3alMILEHHOCTY NEPCOHAIBHBIX JaHHBIX.

2.2.1. Yrpo3sl nepBoro tumna. B cucreMHOM nporpaMMHOM obecriedeHur HHPOPMALMOHHON CHCTEMBI
ecTb (PyHKIIMOHAJIBHBIE BO3MOXXHOCTH IPOTPAMMHOT0 00ecrieueHusi, KOTOpbIE He yKa3aHbl B OMUCAHUU
K HEMY JTUOO HE OTBEYAIOT XapaKTEPUCTHKAM, KOTOPBIE 3asiBUJI IPOU3BOAUTENb. M 3TO MOTEHIIMATBHO
MO>KET IPUBECTH K HEITPABOMEPHOMY MCIOJIb30BAaHUIO IEPCOHAJIBHBIX JaHHbIX.

2.2.2. Vrposzpl Broporo Tumna. IloTeHIManbHbIE MPOOIEMBI C MPUKIAAHBIM HPOTPAMMHBIM
o0ecreyeHreM — BHEIIHUMU MPOrpaMMaMH, KOTOPbIE YCTaHOBJIEHBI HA KOMIIbIOTEpaxX paOOTHUKOB.

2.2.3. Yrpo3sl Tpethero tuna. [loTeHIuanbHOM OMacHOCTH HU OT CUCTEMHOT0, HU OT IPOrPaMMHOTO
oOecreueHus HeT.

2.3. YpoBHM 3allMIIEHHOCTY IEPCOHAIBHBIX JAHHbIX.

2.3.1. IlepBoiii ypoBeHb 3amuiieHHOCTH. Eciu pabGoronmaTens OoTHEC HH()OPMAIMOHHYIO CHCTEMY
K MIEPBOMY THITY YIPO3bI HJIH €CJIH THII YTPO3bI BTOPOii, HO paboTonaTens 00pabaThiBaeT CrieluaIbHbIC
kareropuu I1J] 6onee 100 ToIc. puznyeckux nui 6e3 yuera pabOTHUKOB.

2.3.2. Bropoli ypoBeHb 3allMIIEHHOCTH. Eciau Tum yrpossl BTOpoi U paboTomarens oOpabaThiBaeT
cneuuanbHele kareropun [1/] paGOTHMKOB BHE 3aBHCHMOCTH OT UX KOJMYECTBA WM CICIHAbHBIC
kareropuu [1/] menee uem 100 ThIC. Gu3HUecKux UL, WK J0ObIe apyrue kareropuu I1J] Gonee yem
100 TBIC. pU3HUECKUX JINI, I IPU TPETHEM THIIE YTPO3bl paboTOIaTENh 00pabaThIBaET CICIIMATbHBIC
Kareropuu naHHbIX 6osee yeM 100 ThiC. pU3HUECKUX UL



2.3.3. Tpetuii ypoBeHb 3auuIeHHOCTH. Eciu mpu BTOpoM Tume yrpo3sl paboTogarenb oOpadbaTeiBaeT
obmue I1J] paborHukoB unn menee yeM 100 Thic. GU3NYECKUX JIUL, WU MPU TPETHEM THUIIE YTPO3bI
pabotonarens obpabaThiBaeT crnienuanbhble kareropun I[1J1 paboTHukoB miau menee yeM 100 ThIc.
(bU3NUECKUX JINIL, WIK IPU TPEThEM THUIIE YIpo3bl paboronatens oOpabaTeiBaeT bnomerpuueckue I1]],
WIA TIpH TPeTheM THIIE yrpo3bl paboronmatens oOpabatsiBaeT obmue I1JI Gomee wem 100 ThIc.
(bU3NIECKUX JTUII.

2.3.4. YetrBepThlii ypoOBeHb 3allMIIEHHOCTH. Eciam mpu TpeTbeMm TuUrle Yrpo3sl paboToaaTenb
obpabarbiBaet TobK0 o0mme I1]] pabotHukoB niau MeHee yeM 100 ThIc. PU3NUECKUX JIHILI.

2.4. Ilpu 4eTBEpPTOM YPOBHE 3aIUIIEHHOCTH NEPCOHATBHBIX JaHHBIX Pa0OTOATENb:

o0ecreynBaeT peskuM 0€30MaCHOCTH MOMELICHUH, B KOTOPBIX pa3MeniaeTe HHPOPMAIMOHHYIO
CHUCTEMY;

o0ecreynBaeT COXpaHHOCTh HOCUTENEH HH(pOpMaIuy;

yTBEp)KJaeT nepevyeHb pabOTHUKOB, JOMyIIeHHBIX 10 [1/1;

UCTOJB3YeT CPEACTBAa 3aIIUTHl MH(OPMAIMH, KOTOpBIE IPOLUIM OLEHKY COOTBETCTBHUS
TpeOOBaHUAM 3aKOHA B 00JIacTH obecnieueHus 0€30MacHOCTH HH(OpMAIUH.

2.5. Ilpu Tperbem ypoBHe 3amuiieHHoctd [IJ] mnomonHUTENbHO K MepaMm, MEpEUHCICHHBIM
B nmyHKTe 2.4 Hactosimero [lomoskenusi, paboTonaTenh Ha3HA4yaeT OTBETCTBEHHOTO 3a 00ecCIeueHHE
6e3onacuoctu 1] B uHPpOpMALIMOHHOI cucTeMe.

2.6. Ilpu BrOpoM ypoBHe 3amuiieHHOCTH IIJ[ momosHUTENPHO K MepaM, MEpPEUYHCICHHBIM
B yHKTax 2.4, 2.5 Hacrosero Ilonoxxenusi, paboTomarenb OrpaHUYMBAET JOCTYI K 3JICKTPOHHOMY
KypHaJTy COOOIIEHH, 3a UCKIIOUEHHEM pPAaOOTHHMKOB, KOTOPHIM TaKHe CBEIEHHUs HEOOXOIUMBI IS
paboThI.

2.77. Ilpm mnepBoMm ypoBHE 3amuieHHOCTH I/ nomosHUTENbHO K MepaM, MEpPEUYHCICHHBIM
B MyHKTax 2.4—2.6 Hacrosero [lonoxenus, paboToaarens:

e oOecreunBaeT AaBTOMATHYECKYIO PETUCTPAIMIO B 3JEKTPOHHOM JKypHayle O€30MacHOCTH
U3MEHEHHUs IOJTHOMOYMM pabOTHUKOB 10 omycky K I1/] B cucreme;

e CO37aeT OTAEJ, OTBETCTBEHHBIM 3a 6e3omacHocTh I1J[ B cucreme, nuOO BO3/IaraeT Takylo
0053aHHOCTb Ha OJTUH U3 CYLIECTBYIOUIMX OT/AEIOB pabOTOIATENs.

2.8. B nensax 3amuTsl [1]] Ha 6yMakHBIX HOCUTENSAX pabOTONATENb!

MIPUKA30M Ha3HayaeT OTBETCTBEHHOTO 3a 00paboTky I1/1;

OTpaHUYMBACT JOMYCK B IOMEIIEHUs, TJe XpaHATCA JOKYMEHTHI, KOTopble conepxat I1J]
pabOTHUKOB,;

XpaHHUT JOKyMeHTHI, cofepxanrie [1/] paboTHHKOB B mkagax, 3amUparoINXCs Ha KII0Y;
XPaHHUT TPYAOBbIE KHIKKH PaOOTHUKOB B celide B OT/ee KaJpoB.

2.9. B nemsax oOecneueHUs KOH(PHICHIMAIBLHOCTH JOKYMEHTHI, cojepxamue I1J[ paOGoTHHKOB,
o(opMIISIOTCS, BEAYTCS U XPAHATCS TOIBKO PAOOTHUKAMH OT/IeNIa KaApOB U OyXraJTepuu.

2.10. PaboTHMKHM OTAeNa KaapoB M Oyxrainrepuu pabotomarens, nomymeHHble K [1/] paGoTHHKOB,
MOJHMCHIBAIOT 0053aTeNbCTBA O HEpasIJIAlIeHUH MEePCOHAIBHBIX JaHHBIX. B MpPOTHMBHOM ciyyae 10
o6pabotku I1]] pabOTHHKOB HE JOMYCKAIOTCA.

2.11. Ilepenaua IIJ] mo 3ampocaMm TpeThUX JIML, €CIM Takas MepeAada MpsMO HE IPEeTyCMOTpEHa
3aKOHOJAaTeIbCTBOM P®, momyckaercsi MCKIIOUUTENBHO C COorjlachs pabOTHHKAa Ha 0OpabOTKy ero
[IEPCOHANBHBIX JaHHBIX B 4YacTHM HX TMPEAOCTaBICHMS WM COIJIacusl Ha paclpoCTpaHEHHE
[IEPCOHANIBHBIX JaHHBIX.



2.12. Ilepenaya undopmanmu, comepxameit ceenenus o [1/] paboTHUKOB, MO TenedoHy B CBA3H C
HEBO3MOKHOCTBIO HJCHTU(UKAIIUH JIMIIA, 3aIPAIINBAIOLIET0 HH(OPMAIIHIO, 3allPELaeTcs.

3. lapanTnn KOHDUIECHITMAIBHOCTH TEPCOHATBHBIX TAHHBIX

3.1. Bce paboTHUKM OpraHM3aluy, ocyuiecTBisomue obpadorky I1/], o0s3aHbl XpaHUTH TallHY O
cBeAeHmsIX, coaepxkammx [1J], B coorBeTcTBuM ¢ [lonoxennem, TpeOOBaHUSIME 3aKOHOATENLCTBA PO.

3.2. PaGotHuk BmpaBe TpeOOBaTh MOJHYI0 WH(GOPMAIMIO O CBOMX IMEPCOHAIBHBIX JAaHHBIX, 00 HX
00paboTKe, UCIIOIB30BAaHUU U XPAHECHUH.

3.3. JIutia, BUHOBHBIE B HApyIICHUH HOPM, PETYJIUPYIOIUX IMOJyueHHe, oopaborky u 3ammry [1]]

pabOTHUKOB, HECYT TUCHUIUIMHAPHYIO, 3 IMUHUCTPATUBHYIO, T'PAXXTJaHCKO-IIPABOBYIO MJIM YTOJIOBHYIO
OTBETCTBEHHOCTb B COOTBETCTBUU C 3aKOHOJATEIBCTBOM.

Jupekrop CrenansH A.T.



